Senior/Managing Security Consultant - GRC

Work across a diverse environment with huge growth plans and diverse projects on the horizon.

With a flexible-working and supportive environment, you'll work across multiple teams and senior
stakeholders to communicate and identify a range of security risks to increase the organisations
security posture.

This is a critical role that will provide the senior leadership to drive cyber security activities that
safeguard and protect the customer’s computer systems, networks, and data against threats, such as
security breaches, computer viruses or attacks by cyber-criminals. You will need to work across
multiple accounts/customer in a CISO as a Service Capacity.

What does your day look like?
As a Security GRC Consultant, you'll be tasked with but not limited to:

e Independently deliver cyber security consulting engagements related to security GRC
e  Work within our Security team to deliver advisory services to our customers

¢ Engage with the customer stakeholders at various levels; including external parties such as

business, government and vendors

e provide advice as a subject matter expert (SME) on various security operational processes
(such as incident management, vulnerability management, system hardening, etc.)

e Provide expert advice on best practices implementation of security controls

¢ Review and define methodologies to identify key information assets and subsequent risks;

e Act as a key trusted Security Governance and Assurance Liaison/Facilitator for Key
Stakeholders, Vendors and Suppliers;

e Maintain IT Security Risk Registers to continuously track and drive mitigation and resolution
efforts;

e Provide guidance delivering improvements of security controls’ effectiveness and coverage by
assessing and applying security standards s

e Strong knowledge and experience across range of security standards and frameworks (e.g.
APRA, PCI DSS, ISO 27001)

e Build and grow Spartans Sec brand across customers and potential accounts.
Who are you?

As well as previous experience as a Senior Security Consultant, you'll also bring:

e Experience working as IT Security Advisor, IT Security Manager, IT Security Officer,
information security consultant, or similar roles

e Broad and deep knowledge in the cyber security field of expertise requiring a command of
diverse practices and precedents and/or sophisticated concepts and principles.

e A seasoned professional with deep technical expertise in IT and security, within asset
intensive industries.

e Working experience on cloud based technology environment such as AWS, Azure

e Previous experience in security consulting job or as a security manager/security officer
looking to move to a consulting role.



e A strong background in consulting across a wide range of projects and stakeholders,
communicating and mitigating potential security risks

e Propose, develop, implement and deliver Information Security Assessment Frameworks to
align IT with ISO, PCI-DSS, NIST, ASD and other regulatory requirements

e In-depth understanding of information Security risk management

e General understanding of other IT Security controls including firewall, networking, SIEM,
endpoint, IPS, Web Application Firewalls, UBA, Malware or GRC products

e Able to work independently and negotiate and influence the adherence to security controls
and requirements

What you need to do:

If this sounds up your alley, please send your CV’s through to info@spartanssec.com

Spartans Sec is an equal opportunities employment agency, valuing the contributions made by all
people and welcomes applications from people with disability, Aboriginal Australians, people of all
ages and from culturally diverse backgrounds.



